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12/31/19

Usage of open source
JavaScript framework for
development and ongoing
maintenance of Calculator
3.0 requires BHA to take a
proactive approach to
support and security.

IV&YV learned in December 2019 that the
Calculator 3.0 functionality is built in Vue.JS,
an open source JavaScript framework. As this
framework is relatively new, the open source
support community is small. IV&V’s concerns
include:

- The availability of reliable support for Vue.JS
- The project’s understanding of any known
vulnerabilities with Vue.JS, and development
of a process to remain current on
vulnerabilities discovered by the support
community.

- The RSM lead for Calculator 3.0 went on
extended parental leave in December 2019
IV&V acknowledges that BHA has downloaded
Vue.JS to start getting familiar with it.

Open source tools and frameworks
offer organizations great opportunities
to build and configure customized
solutions at lower costs than through
software purchase or licensing.
However, open source tools and
frameworks often do not come with
support models, other than those
offered through the tool's community.
Because of this, the organization bears
the weight of seeking out reliable help
and support, as well as much take a
proactive approach to security and
identifying any vulnerabilities in the
tools.

IV&V recommends BHA research and determine the
long-term sustainability of Vue.JS for Calculator 3.0
and work to establish a reliable and repeatable
process for keeping abreast of communal updates and
support opportunities. Additionally, IV&V
recommends BHA continue to hold targeted KT

with RSM on mr ining Calculator 3.0 using
Vue.JS, and determine what additional skillsets,
training, and/or resources are needed to support
BHA'’s long-term ownership of Calculator 3.0.

04/30/2020 - The project continued to focus its attention on Calculator 3.0 User
Stories and bug fixes during the month of April. The project scheduled a Calculator 3.0
KT session on April 30, 2020 which IV&V attended. Additional KT

sessions have been discussed and will be scheduled. IV&V will continue to monitor
this project component during May.

03/31/2020 - Again there was no substantive change to this finding during the March
reporting period, as the project focused its attention for the month to Calculator 3.0
User Stories and bug fixes, as opposed to Knowledge Transfer. The project is targeting
to potentially schedule the next Knowledge Transfer session on this component during
April.

02/29/2020 - There is no substantive change to this finding in the February reporting
period, as the project focused its attention for the month to Calculator 3.0 User Stories
and bug fixes, as opposed to Knowledge Transfer. IV&V is unaware if the next KT
session for Calculator 3.0 having been scheduled. IV&V learned that the original RSM
lead on Calculator 3.0 will be returning to work in April and is expected to resume her
role in knowledge transfer to BHA. Additionally, IV&V learned that a key RSM resource
will be made available to BHA on a 50% basis March — May, which could lend
additional support to the project in key areas such as sprint planning, US validation,
solution architecture, and release planning.

1/31/2020 - IVV attended a Knowledge Transfer session on the Calculator 3.0
application in late January. Discussion topics included code review, managing code
branches, updating web resources, and known defects. The session was technical in
nature and aimed specifically at a developer audience. DOH had three (3) developers
in attendance and all in attendance appeared to grasp the concepts presented. The S|
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1/31/20

Due to the project not
following a detailed
deployment script, the
project may continue to
experience defects related
to deployment activities.

There have been several defects pushed to
production with Phase 3 releases. Some of the
defects introduced to production have been
narrowed down to environmental
promotional activities. In these instances, the
DEV and TEST environments were not in sync
with the production environment (missing
business rules, missing components, missing
dependencies, etc.). IVV is aware that DOH
staff shadowed RSM staff for all deployment
releases during Phase 2 with RSM providing
instruction and DOH staff physically executing
the tasks and activities via keyboard. For
Phase 3, it is unclear whether a complete, up
to date, and documented deployment script,
or deployment notes, are being utilized by
BHA for deployment activities.

A complete, up to date, and
documented deployment script is
needed to ensure the repeatability and
stability of DOH’s production
deployments. Since there are currently
two deployment types (patches and full
solution upgrades), two scripts may be
warranted. An embedded process and
documented script will help ensure
that mistakes are minimized, and that
functionality is not mistakenly
deprecated when deployments take
place.

IVV recommends documenting deployment scripts for
both the patch method and the full solution upgrade
method. The script(s) should be in the form of a step-
by-step procedure that walks through from start to
finish of the deployment process, and involve several
technical staff to ensure staff availability to
accomplish these tasks when primary deployment
personnel are unavailable. (COMPLETED)

Standardize the content of all developer deployment
task notes, with a goal of eliminating any potential
ambiguity to the Deployment Team, resulting in a
cleaner and more repeatable set of deployment
processes and instructions. (COMPLETED)

As appropriate, consut with RSM on best practices
that BHA could employ to support deployment. (In
Progress)

Look at implementing 'hard' code freeze dates as well
as test environment deployment dates to ensure that
testing and deployment activities are not rushed.
(NEW)

04/30/2020 - Release 3.7 was successfully promoted to production during the April
reporting period. Similar to the last several releases, IV&V is unaware of any resultant
deployment issues that affected production functionality. IV&V notes that the
previous duplicative developer task notes issue has been resolved and that the
Release Deployment Notes effectively guide the deployment activities. IV&V is
reducing the criticality rating to low and will continue to monitor in May.

03/31/2020 - Release 3.6 was successfully promoted to production during the March
reporting period, and IV&V is unaware of any resultant deployment issues that
affected production functionality.

02/29/2020 - There have been several defects pushed to production with Phase 3
releases. Some of the defects introduced to production have been narrowed down to
environmental promotional activities. In these instances, the DEV and TEST
environments were not in sync with the production environment (missing business
rules, missing components, missing dependencies, etc.). IVV is aware that DOH staff
shadowed RSM staff for all deployment releases during Phase 2 with RSM providing
instruction and DOH staff physically executing the tasks and activities via keyboard.
For Phase 3, BHA uses a base deployment script, which is further modified by
developer ‘Deployment Task Notes’ in AzureDevOps. These notes are not always
consistently written and could potentially be the root cause of these anomalies when
being compiled for a release.

A complete, up to date, and documented deployment script inclusive of standardized
developer deployment task notes is needed to ensure the repeatability and stability of
DOH’s production deployments. Since there are currently two deployment types
(patches and full solution upgrades), use of two scripts and the respective developer
deployment task notes may be warranted. An embedded process and documented
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1/31/20

The project lacks a
documented ‘Definition of
Done”, which could
challenge the project's
ability to fully achieve the
goals of Phase 3.

BHA does not have a documented ‘Definition
of Done’ (DOD) for the BHA Top 100 User
Stories of for Phase 3. Because of this, it is
unclear how proposed functionality/features
are prioritized for each sprint, and throughout
Phase 3.

The ‘Definition of Done” document
guides the Project’s vision, business,
and technical goals that are important
inputs for stakeholders to develop a
Roadmap for Phase 3. Without the
'Definition of Done' document, the
project is likely to struggle to prioritize
proposed functionality/features which
may be equally important but are at
odds with each other.

Project is currently in the process of creating the
Definition of Done. IV&V recommends that the
project create this document and socialize this with
project team before end of Feb 2020

IV&V recommends that the project consider the items
from the prioritized list, available resources and
define "Done" as a percentage of the identified
priority list with room for flexibility to add any other
features/enhancements that will be identified during
Phase 3.

02/29/2020 - The project created and documented the Phase 3 Definition of Done and
socialized it in February. IV&V recommends the project continually review and update
the Definition of Done, adjusting as/if necessary. IV&V will continue to monitor the
project's adherence to Definition of Done and progress against it but is closing out this
concern as of the February report.

Project
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1/31/20

The lack of consistent
backlog grooming could
result in the project backlog
having obsolete, non-
estimated, and poorly
defined user stories.

The backlog of defects, requests, and user
stories continues to grow. Currently, there are
approximately 429 defects and requests, of
which almost 200 have a status of 'New". IVV
notes that a large percentage of the
backlogged work items do not have user story
points estimated. Many of the items listed in
the backlog are old, and some may have had
needs or requirements change over time or
may now be obsolete. IV&V notes that DDD
and CAMHD have initiated this effort and
agreed to prioritize grooming the backlog by
the end of February.

A comprehensive, up-to-date backlog is
a primary tenet of agile software
development. If a backlog is carrying
work items that may not ever be
completed for any reason, they should
be removed from the backlog to ensure
its viability.

IVV recommends that CAMHD and DDD groom the
backlog to bring it as current and accurate as possible.
This should include deprecating items no longer
needed, and fully defining those items that are not yet
fully defined, readying them for configuration or
developer resources. To the extent feasible, BHA
should involve RSM SMEs in this process, if only for
the interim to get "caught up" on grooming efforts.

VV recommends that the project consider utilizing an
age-based methodology for the deprecation of 'older'
user stories in the backlog that may no longer be
applicable or needed by the Product Owners and
developing a process for periodic cleansing of the
backlog using the same methodology.

04/30/2020 - The project reported that 97% of the original backlog has been
estimated at this time. That said, CAMHD has determined that there are several older,
and possibly no longer necessary user stories in the backlog that are candidates for
deletion. IV&V will keep this finding open and will re-assess it for impact during the
month of May.

03/31/2020 - IV&V validates that the backlog grooming effort has made great
progress, however it is still in progress. The revised target date for completion was
most recently 3/31/2020. The estimation effort has reached 94% completion at the
end of March and this includes new requests that have come in over the last three
weeks. IV&V notes that this effort also has competing priorities, as the project is also
looking to review, develop requirements and develop user stories for releases 3.9 and
3.10in parallel. IVV will continue to monitor this finding in April.

02/28/2020 - IVV validates that the backlog grooming effort is still in progress. The
project anticipates the grooming process should be completed by March 16. It is still
anticipated that RSM resources could support BHA in this effort to some degree. V&V
will continue to track this concern in order to monitor progress made in March.
including any changes that may be made to the current approach.

1/31/2020 - IVV is aware that the RSM Solution Architect is being made more available
than typical in February and possibly March, and that BHA is looking to take advantage
of his skills and experience to assist in user story point estimations and design criteria.
This should help ensure that needed items in the backlog can actually be acted upon
when developer resources are available to execute.
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1/31/20

The BHA Technical Team
bandwidth may not be
sufficient to meet the needs
of the project, which could
compromise project
productivity.

The BHA Technical Team plays a role that is
critical to project success. Currently, the
responsibilities associated with the BHA
Technical Team have expanded beyond their
collective available bandwidth. IV&V notes
that BHA began addressing this bandwidth
issue, which includes increased collaboration
with key RSM resources, and are working to
potentially change the structure of the
Technical Team.

The BHA Technical Team leads the
efforts of all technical DOH staff on the
project. As such, the Team'’s time is
both extremely valuable and scarce. If
the Team'’s expected workload exceeds
bandwidth, the project could
experience bottlenecks. Optimization
of the BHA Technical Team’s time is to
the benefit of the project and plays a
critical role in the project's ability to hit
performance targets and achieve the
Phase 3 definition of done.

IVV recommends the Project investigate mechanisms
of increasing the bandwidth of the Solution Architect,
either by bringing in additional resources through
new hires, or through existing vendor contracts.
Additionally, the project should assess, where
possible, if there are responsibilities of the Solution
Architect that can be reassigned to other project staff.
Further, the Project should evaluate where process
inefficiencies can be addressed and streamlined to
possibly free up the Solution Architect's availability.

04/30/2020 - The RSM Team continued to assist the DOH Team in tasks and activities
during April, which helped to alleviate some of the bandwidth concerns for the DOH

staff. However, like our March reporting period, with backlog grooming and release

planning for future feature sets planned for upcoming releases, DOH staff bandwidth
continues to be a concern. V&V will continue to monitor this finding during the May
reporting period.

03/31/2020 - The RSM Team assisted the DOH Team in tasks and activities during
March, alleviating some of the bandwidth concerns for the DOH staff. However, with
backlog grooming and release planning for future feature sets in releases 3.9 and 3.10,
DOH staff bandwidth continues to be a concern. IV&V will continue to monitor this
finding during the April reporting period.

02/28/2020 - IV&V observed the BHA Technical Team continues to experience a lack of|
bandwidth. Moving forward, the project has discussed ramping up additional RSM
resources to assist the Technical Team with their tasks and activities, as well as
continued knowledge transfer. IV&V will continue to monitor this finding as more
details are made available.

Sprint Planning

Risk

Open

General

D Macdonald

1/31/20

The lack of a Product
Roadmap that provides
direction on the top product
features to be delivered in
the near term (next 3
months), midterm, and long
term could have an adverse
impact on the Project’s
scope and schedule.

BHA does not have a single, definitive Product
Roadmap for Phase 3 that addresses the
functionalities, features, and / or
enhancements to be built in order to fully
address BHA's business needs. IV&V met with
RSM and BHA on this topic in January, and
notes that the project is actively working to
address this concern.

A Roadmap is a tool that guides an
agile project on what
functionalities/features are targeted to
be built and released and when users
can have access to these
functionalities. Without a defined
Roadmap the project may not be able
to effectively scope the top features to
be released within Phase 3 and ensure
the correct resources are available to
accomplish the goal of each sprint and
the Phase.

IV&V understands that the Project is in the process of
creating a Short Term; Mid Term, and Long Term
Roadmap. IV&V recommends the Project complete
this by the end of February 2020 to understand if
there are any constraints (resources, budget) that may
hinder the project from releasing the needed
functionalities/features targeted for Phase 3 as
documented in the Definition of Done.

02/29/2020 - In February, the project further defined the Phase 3 Product Roadmap
and aligned it with the Phase 3 Definition of Done. IV&V recommends the project
continually review and update both the Product Roadmap and Definition of Done,
adjusting as necessary. IV&V will continue to monitor the project's adherence to the
Product Roadmap and progress against it but is closing out this concern as of the
February report.

Project
Management

Concern

Closed

Product Roadmap
aligned with
Definition of Done

General

V Ramesh

Page 3




FINAL IVV Findings Log Apr 2020_V1

3/31/20

The COVID-19 pandemic
and the related "stay at
home" order could hinder
project activities and
negatively impact the
project schedule and
budget.

0On 3/23/2020, the Governor issued a “stay at
home, work from home order” that has
reduced state departments ability to be fully
functional as the large majority of state
workers will be required to work from
home/remotely at least until the end of April
and some offices may be completely shut
down until that time as well. Unclear if the
order will extend beyond that date.

DOH stakeholder participation in key
activities could be significantly
hindered, not only by required remote
work by DOH and Sl staff, but also by
the flood of activities that could occur
as the department could become
overwhelmed processing and providing
services due to the resulting economic
impacts to citizens. Some stakeholders
may be unable (due to stricter
shutdown policies) or unwilling to
perform these activities during this
chaotic time. Planned Sl on-site visits
will also likely be changed to remote
which could reduce the effectiveness of
their project activities. Going forward
most if not all project activities will
more than likely be conducted
remotely until this crisis passes.

- IV&V recommends BHA to ramp up efforts to setup,
train, and assist stakeholders on remote work devices
and tools and make every effort to help them to
become highly functional with remote access
technology (e.g. MS

Teams/Skype).

- IV&V recommends the project and DOH create a
detailed, documented risk mitigation strategy and
plan that is reviewed regularly and revised to address
the current state of the COVID-19 threat and related
impacts over the next 6 to 12 months.

- IV&V recommends updates to the OCM Plan to
include any new activities or updates to planned
activities to aid the organization through this COVID-
19 situation in the short and long term.

04/30/2020 - During this reporting period, DOH’s response to the COVID-19 pandemic
required more staff time than anticipated, due to the time needed to plan for and
provide services to its clients. Both the DDD and CAMHD Product Owners have stated
that a significant percentage of available managerial and staff time has been
redirected to the Department's COVID-19 response, as opposed to being able to focus
on the project.
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